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Abstract
This study aims to explore the challenges and obstacles in the collection of digital
evidence in cybercrime cases during the investigative stage by law enforcement officers in

Thailand. Employing a qualitative research methodology, the study involves document
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analysis, review of related research and data from relevant agencies, and in-depth interviews
with a purposive sample of 14 police officers directly responsible for cybercrime investigations.
Semi-structured interviews were utilized to gather detailed insights. The findings identify four
primary challenges: (1) ineffective coordination and data- sharing among agencies within the
justice system and with entities that hold relevant digital evidence; (2) difficulties in obtaining
information from foreign sources; (3) limitations in the application of legal authority due to
outdated legislation that does not align with modern technological crimes; and (4) constraints
in human resources, including inadequate training, lack of proper equipment, insufficient
funding, and weak law enforcement mechanisms. Despite existing legal frameworks that
empower investigators, they remain insufficient for effectively combating cybercrime.
The study's results offer a foundation for developing practical recommendations to enhance
the efficiency of digital evidence collection and law enforcement, contributing to

improvements in digital forensics and the overall administration of justice.
Keywords: Digital Evidence, Cybercrime, Computer Traffic Data
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