
 
 

17th International Conference 
December 5-7, 2024 in Osaka, Japan 
 

 
486 

DIGITAL TRANSFORMATION AND SUPPLY CHAIN RISK MANAGEMENT FOR 

MALAYSIA'S GLOBAL DISRUPTIONS OPPORTUNITIES 

 

Putri Nur Azalea Ghazali 

Student of Doctor of Philosophy in Supply Chain Management,  

Faculty of Business and Management, Universiti Teknologi MARA,  

08400 Merbok, Kedah, Malaysia 

2024856334@student.uitm.edu.my 
Mohd Rizaimy Shaharudin 

Faculty of Business and Management, Universiti Teknologi MARA,  

08400 Merbok, Kedah, Malaysia 

rizaimy@uitm.edu.my 
Jamaludin Akbar  

Faculty of Business and Management, Universiti Teknologi MARA,  

08400 Merbok, Kedah, Malaysia 

jamal691@uitm.edu.my 
Amir Imran Zainoddin 

Department of Business and Management, Faculty of Business and Management,  

Universiti Teknologi MARA,  

85000 Segamat, Johor, Malaysia 

amirimran@uitm.edu.my 
Preecha Wararatchai 

Graduate School, Suan Sunandha Rajabhat University,  

Bangkok, Thailand 

Email: preecha.wa@ssru.ac.th 

 

Abstract 

Global disruptions, including pandemics, geopolitical conflicts, and natural 

catastrophes, have highlighted global supply chain vulnerabilities. In Malaysia, whose 

industries depend strongly on international trade and global networks, these interruptions 

present considerable threats to operational continuity and economic stability. This conceptual 

paper examines the significance of essential enablers such as visibility, agility, stakeholder 

collaboration, risk anticipation, and technology integration in improving supply chain 

resilience. This study conducts a narrative literature review to synthesise current information 

and offer a conceptual framework that explores the interrelationships among those variables.   
The study indicates that visibility in supply chains, facilitated by digital tools like 

blockchain and IoT, provides real-time monitoring and transparency, thereby minimising 

uncertainties during disruptions. Operational agility enables businesses to respond rapidly to 

evolving conditions, and collaboration among stakeholders improves collective risk 

management strategies. Effective risk anticipation, using predictive analytics and big data, 

enables organisations to proactively mitigate threats. Lastly, technology integration serves as a 

crucial enabler, offering the necessary infrastructure to support these capabilities.   

The implementation of digital transformation is aligned with the Malaysian 

government's programs, such as Industry4WRD, to enhance digital adoption strategies and 

mitigate supply chain risk management. This study also enhances the existing literature on 

digital transformation and supply chain risk management, providing practical insights for 

policymakers, industry leaders, and researchers. Through digital transformation, Malaysia can 

reduce risks, improve resilience, and seize opportunities to establish itself as a sustainable and 

strategic hub in the global supply chain network. 
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Introduction 
In the contemporary integrated global economy, supply chain risk management 

(SCRM) has emerged as an important priority for businesses aiming to guarantee resilience 

and continuity. The growing complexity of supply chains and external challenges such as 

pandemics, geopolitical conflicts, and climate-related disturbances, have underscored the 

vulnerabilities inherent to conventional supply chain frameworks (Emrouznejad et al., 2023). 

As an expanding hub for manufacturing, trade, and logistics in Malaysia, these concerns 

provide substantial risks to economic stability and industrial development (Woon, 2024).  
  Hence, digital transformation has become an essential solution to these difficulties. 

Technologies including the Internet of Things (IoT), blockchain, artificial intelligence (AI), 

and big data analytics provide creative ways to enhance visibility, improve decision-making, 

and mitigate hazards inside supply chain networks (Nandi et al., 2021a, b; Kimani et al., 2020; 

Mubarik & Khan, 2024). By utilising these technologies, organisations may foresee 

disruptions, enhance resource allocation, and adjust to fluctuating market conditions with more 

agility.  

Nevertheless, the implementation of digital solutions inside Malaysia's supply chain 

ecosystem encounters many obstacles (Sued, 2020). Inadequate infrastructure, elevated 

implementation expenses, and skill gaps within the workforce hinder the extensive use of these 

technologies. Moreover, several sectors lack a clear plan for incorporating digital technologies 

into their current risk management methods, leading to the underutilisation of their potential 

advantages (Badarudin et al., 2018).   
Therefore, this study aims to conceptualise the variables associated with the digital 

transformation that enhances supply chain resilience in Malaysia. The findings of this study 

are anticipated to represent the variables that constitute the pillars for supply chain risk 

management and proposes alternatives for Malaysian firms to remain competitive in a volatile 

global environment. 

 

Literature Review  

Supply Chain Risk Management (SCRM) 

Supply chain risk management (SCRM) is a strategic and sequential process for 

identifying, assessing, ranking, mitigating, and overseeing possible disruptions within the 

supply chain (Aqlan and Lam, 2016; Fernando et al., 2023) Researchers emphasise that risks 

originate from several sources, including external shocks (such as pandemics and geopolitical 

conflicts), operational inefficiencies, and technology disruptions. In Malaysia, supply chain 

risks are intensified by a significant dependence on global trade networks, vulnerability to 

natural disasters, and insufficient technical infrastructure. Mitigating these risks is essential for 

maintaining company continuity and economic stability (Ling et al., 2020). 
Currently, Malaysia's supply chain ecosystem has undergone a significant 

transformation since 2020 which also highlights the country's strategic shift towards digital 

integration and sustainable practices. The pandemic's impact accelerated digital adoption, 

which aligned with the Malaysia’s Industry 4.0. According to (Wang et.al, 2016), Industry 4.0 

candidates may adapt to different requirements by dynamically altering their organization's 

culture and performance standards. The organisation can effectively manage customer-specific 

customisation demands with rapid delivery times, enhancing overall production performance. 

Supply Chain Risk Management (SCRM) can be an important facilitator of effective risk 

management within a company's business system. However, at this point, there is limited 
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research on comprehensive analyses of SCRM (Thorbecke, W., 2020). Consequently, supply 

chain risk management relies on the organization's innovative capabilities beyond conventional 

internal and external boundaries to effectively implement business insights and mitigate the 

impacts of supply chain disruptions (Grabis et.al.,2020). It was discovered that ensuring 

optimal SCRM performance could be achieved by effectively controlling risk management 

processes with supply chain members (Lavastre et.al, 2014). Supply chain disruptions may be 

categorised into two primary types which are disruption risks and operational risks (Shekarian 

& Mellat Parast, 2020). These risks, if not handled adequately, can interrupt supply chain 

operations, resulting in severe losses. 

 

Digital Transformation in Supply Chains 

According to (Herold et al., 2021), digital transformation is removing conventional 

obstacles in the supply chain that hinder innovation, therefore, signalling a new era in supply 

chain management. Digital transformation in supply chains includes the integration of 

sophisticated technologies, including the Internet of Things (IoT), blockchain, artificial 

intelligence (AI), and big data analytics, to improve supply chain visibility, decision-making, 

and resilience. Research indicates that IoT-enabled sensors boost real-time tracking, 

blockchain guarantees transparency and traceability, and AI improves predictive capabilities. 

Industries worldwide are progressively using these technologies to mitigate disruptions and 

enhance their competitive advantage. Nevertheless, (Wang et al., 2020) mentioned that digital 

technology may improve opportunities and risk assessment, as well as augment an 

organization's capacity to swiftly identify and resolve problems.  
Supply chains that have adopted digital transformation are expected to eliminate 

inefficiencies, reduce risks, optimise expenses, and foster organisational growth. Nevertheless, 

global supply chains have made supply chain risk management (SCRM) extremely 

complicated due to the increasing trends of globalization and digital transformation, diverse 

product portfolios, lean management practices, global outsourcing, multiple geographic 

locations, and various other factors (Hennelly et al., 2020; Wamba and Queiroz, 2020a, b). 

Consequently, global supply chains require digital transformation to modernise and automate 

industrial activities for efficient supply chain risk management. 

 

Malaysia’s Global Disruption Opportunities 

The vulnerability of the global supply chain has become more obvious due to the recent 

outbreak of the COVID-19 virus (Yu et al., 2022). Every major disruption causes businesses 

to redirect their emphasis towards prevention and recovery, acknowledging the constant change 

and complexity of the present business environment (Patel, 2023). 
Any business must consistently be aware of the many forms of supply chain disruptions. 

The two primary types of supply chain disruptions are disruption risk and operational risks. 

Disruption risks are unforeseen incidents that negatively affect the supply chain system. For 

example, events such as the ones created by humans like economic recessions, technological 

shifts, or terrorist attacks as well as natural occurrences such as storms and pandemics. On the 

other hand, operational risk pertains to the potential for interruptions or breakdowns within the 

supply chain. These risks block regular operations inside an organization and may eventually 

affect product delivery and overall service to customers. The difference between both of the 

risks is that operational risks are often more manageable and can be controlled than disruption 

risks (Widerholm & Zickerman, 2023). 
Therefore, challenges associated with the business risks provide a unique opportunity 

to expedite digital transformation throughout its supply chains. Digital transformation provides 
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a means to improve resilience, agility, and competitiveness (Chowdhury, Scerri, Shahriar, & 

Skellern, 2023) allowing Malaysian firms to efficiently manage and react to global challenges. 

Besides that, adopting these digital technologies and utilising them strategically might enable 

organisations to enhance digital supply chain resilience while maintaining profitability and 

minimising risks (Al-Banna, Yaqot, & Menezes, 2023).  

 

Research Methodology 

The methodology employed in this paper is a narrative literature review. The search 

strategies for obtaining articles in review papers related to the literature were carried out online 

using databases such as Google Scholar. The benefit of using Google Scholar is to guarantee 

that they contain all relevant articles. The literature from the current year of 2016 to 2024 was 

chosen. Due to the wide-ranging and segmented subject matter, only journals with recognition 

and impactful from various publishers and databases, including Science Direct, Emerald, 

Springer, and Sage, were chosen. A variety of keywords were employed to search the papers 

listed in the study methodology (Rahmanian,2021). The purpose of this approach is to 

synthesize existing research, case studies, and industry reports to explore how digital 

transformation can contribute to supply chain risk management (SCRM) in Malaysia. Through 

this review, the paper identifies key themes, challenges, and opportunities related to the 

adoption of digital technologies in mitigating supply chain risks and enhancing resilience in 

the Malaysian context. 

 

Development of Conceptual Framework 

Figure 1 highlights the essential functions such as visibility in the supply chain, agility 

in operations, collaboration among stakeholders, risk anticipation, and technology integration 

in enhancing supply chain resilience. These factors, supported by information gathered from 

the literature, reveal interrelated impacts that help businesses handle disruptions successfully, 

particularly in Malaysia’s dynamic and globally connected economic environment. 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1: The Role of Digital Transformation in Enhancing Supply Chain Resilience 

 

Proposition Development 

Supply chain visibility indicates the capacity to track the origins of resources utilised 

in a product. The restricted visibility firms possess regarding their supplier chains significantly 
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reduces supply chain performance. Inadequate visibility is a significant challenge that 

diminishes supply chain performance. Hence, the utilisation of digitisation, including 

blockchain technology, enhances visibility inside the supply chain network model. The concept 

concentrates on improving the features of visibility measurements such as information 

exchange, traceability, and inventory visibility (Mukhtar et al., 2020). This not only reduces 

the dangers of delays but also guarantees conformance to international quality standards, 

thereby improving Malaysia's position in global trade. Hence, this study proposes the 

following: 

 

Proposition 1: The extent of visibility in the supply chain positively correlates with and 

significantly contributes to enhanced supply chain resilience. 

 

The agility in operations is described as integrating a supply chain's responsiveness to 

internal and external changes with its capacity to use resources for immediate and flexible 

responses to such changes (Ishak et al., 2023). This is due to the current age of rapid data 

expansion, organisations must upgrade their information processing skills and increase data 

accessibility to facilitate efficient decision-making in response to unpredictable external 

environmental changes. Therefore, the improvement of information processing capability will 

complement the agility of the supply chain’s operations (Ma & Chang, 2024). Furthermore, 

digitalisation could improve supply chain agility, allowing quick reactions to market changes 

while mitigating risks linked to manual or paper-based processes. Accordingly, this study puts 

forth the following proposition: 

 

Proposition 2: The agility in operations is positively associated with and significantly 

contributes to the enhancement of supply chain resilience. 

 

Furthermore, implementing digital transformation among the stakeholders through the 

integration of information, computing, communication, and connectivity technologies could 

enhance supply chain performance and enable smooth cooperation among many stakeholders. 

The enhancement of process and transaction transparency allows organizations to concentrate 

more accurately on client requirements and deliver efficient, customised solutions (Hamann-

Lohmer et al., 2023). Therefore, collaboration between the internal integration, supplier 

integration, and customer integration (Munir et al., 2020), as essential stakeholders of SCRM 

is important to a resilient supply chain since it promotes trust, transparency, and synchronised 

risk management. Hence, this leads to the following proposition: 

 

Proposition 3: Collaboration among the stakeholders is positively associated with and 

significantly contributes to the improvement of supply chain resilience. 

 

Besides that, risk anticipation could be achieved with the use of predictive analytics 

and machine learning in supply chain risk management. This is essential because it may shift 

risk mitigation from a reactive to a proactive approach. This integration significantly changes 

the traditional risk management approach by allowing organisations to anticipate and address 

potential disruptions before they develop. Businesses may identify early warning signals and 

abnormalities in their supply chains by utilising predictive models, historical data, and real-

time analytics. For instance, they can identify unexpected changes in demand, issues with 

supplier performance, or market developments that may lead to disruptions. This proactive 

strategy allows immediate adjustments, including modification to production schedules, 

reallocation of resources, or finding alternative suppliers, significantly enhancing the agility 
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and resilience of the supply chain (Aljohani, 2023). Hence, this leads to the following 

proposition: 

 

Proposition 4: Risk anticipation is positively associated with and significantly contributes to 

the advancement of supply chain resilience. 

 

Finally, the technology integration among the stakeholders within the supply chain is 

essential as it will improve the overall operational performance. All initiatives using technology 

integration aim to provide connectivity, communication, networked entities, real-time data, and 

accessible information across the whole value chain to attain complete automation, 

digitalisation, and an intelligent manufacturing environment. Hence, manufacturing companies 

could establish a connectivity framework through technology integration. Moreover, the supply 

chain network attains transparency when the entire system is transformed by IoT, smart 

sensors, and communication technologies, facilitating a reduction in inventory costs. On top of 

that, the gathered data may be saved and evaluated in the cloud and will be displayed on mobile 

devices, enabling IoT connectivity among suppliers, manufacturers, and customers. This 

facilitates transparent supply chain information that can be delivered in the real-time, allowing 

all parties in the value chain to fully understand the flow of materials and manufacturing cycle 

times (Ling et al., 2020). Hence, this leads to the following proposition: 

 

Proposition 5: Technology integration is positively correlated with and significantly 

contributes to the advancement of supply chain resilience. 

 

Conclusion 

This paper provides a conceptual model illustrating the roles of digital transformation 

in strengthening supply chain resilience. The roles identified in previous studies have the 

potential to gain increased relevance across various research concepts. The five essential roles 

that define the importance of digital transformation emphasise that supply chain resilience 

alone is insufficient for organisations to have a competitive advantage and could be included 

in the organisational strategy design. Overall, by understanding the roles from the 

implementation of digital transformation, the supply chain resilience could be improved with 

the technology and innovation which is influenced by the methods and tools that allow the 

supply chains to efficiently mitigate the disruptions. 

 

Recommendations  

It is recommended that a future study concentrate on experimentally examining the 

suggested correlations among visibility, agility, cooperation, risk anticipation, technological 

integration, and supply chain resilience. This could include conducting quantitative research 

using surveys or case studies from Malaysian businesses to verify the conceptual framework. 

Other than that, additional study is required to examine the effects of digital 

transformation on supply chain resilience across several sectors, including manufacturing, 

agriculture, healthcare, and logistics. Sector-specific analyses might pinpoint specific obstacles 

and create approaches to enhance results for each industry. 
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